
SECURITY CONSIDERATIONS FOR SENSITIVE 
HUMAN RESEARCH DATA

Rachel Zand, PhD
SciNet Workshop
October 28, 2022

1



OVERVIEW

Brief description of sensitive data

Policies relevant to sensitive human research data

How Research Ethics Boards (REBs) evaluate 
sensitivity of data collected in the context of overall 
risk

Common privacy and security 
recommendations/requirements REBs make for 
various aspects of the research data life cycle

Areas of vulnerability/ gaps in knowledge or 
technology

Cautionary real-life tales

Responsibilities for RDM beyond the REB
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SENSITIVE DATA

Any data that, if released to the 
public, would have an adverse 
effect or cause potential harm 
to an individual, community, 
group or organization. 

Personal information/ Personally identifiable 
information (PII)

Personal health information (PHI)

Educational records

Financial information

Criminal information

Geographic information 

Confidential personnel/administrative information 

Information entrusted with intent that it be kept private

Information protected by institutional policy
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POLICIES AND STANDARDS RELEVANT TO SENSITIVE HUMAN 
RESEARCH DATA

Tri-Council policy statement: Ethical conduct for research 
involving humans (TCPS2)
Privacy legislation
Tri-Agency research data management (RDM) policy
­ Institutional RDM strategy

Tri-Agency statement of principles on digital data management 

Institutional policies and guidelines
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TRI-COUNCIL POLICY STATEMENT (2018) (TCPS2)

Requirements for Canadian institutions on conducting and reviewing human 
research 

Fundamental principles: Respect for persons, Concern for welfare, Justice

Research Ethics Board (REB): body to review all human research conducted at 
or under the auspices of the institution for ethical acceptability
­Diversity of members
­ knowledgeable in fields and methods, 
­ knowledgeable in law
­ knowledgeable in ethics
­Community representation
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TCPS2
Privacy – the right to control information about oneself – expressed through consent

Confidentiality – obligation to safeguard entrusted information

Security – physical, administrative and technical safeguards of information

Identifiability:
­ Directly identifiable
­ Indirectly identifiable
­ Coded – direct identifier removed and replaced by a code
­ Anonymized – irrevocably stripped of identifiers, code discarded 
­ Anonymous – never had identifiers

REBs need to determine that researchers have appropriately planned for and will 
maintain compliance with privacy, confidentiality and data security requirements
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PRIVACY LEGISLATION (ONTARIO)

Personal health information protection act (PHIPA)

Freedom of information and protection of privacy act (FIPPA)

­Use of personal health information or administrative records (e.g. student 
records, grades, HR records) for research purposes 
­Consent-driven or with REB-approved waiver
­ REB-approved research plan
­Used only for approved purposes 
­Not disclosed or accessed by unauthorized individuals – must specify who on 
research team has access
­ Returned or destroyed at the end of the research 
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TRI-AGENCY RESEARCH DATA MANAGEMENT POLICY (2021)

Institutional strategies: By March 1, 2023, research institutions subject to this 
requirement must post their RDM strategies and notify the agencies when they 
have done so.

Data management plans (DMPs): Starting spring 2022, the agencies are 
identifying funding opportunities that are subject to the data management plan 
requirement. 

Data deposit: After reviewing the institutional RDM strategies, and in line with 
the readiness of the Canadian research community, the agencies will phase in 
the deposit requirement.
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INSTITUTIONAL RDM STRATEGY

Recognize data as an important research output

Promote importance of data management 

Support, guide, adopt best practices and provide tools to researchers to 
establish and implement data management practices

Provide or support access to repository services

Recognize that Indigenous RDM policies are determined by Indigenous 
communities

Data created about or by Indigenous communities are owned by them 
and should follow their RDM policies 
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DATA MANAGEMENT PLAN (DMP)

Living document that describes all stages of RDM:
­Data collection
­Documentation and metadata
­ Storage and backup
­ Preservation for long term access
­ Sharing and reuse
­ Responsibilities and resources of research team/ data custodian
­ Ethical and legal compliance as relates to data retention, deposit, future 
uses
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TRI-AGENCY STATEMENT OF PRINCIPLES ON DIGITAL DATA MANAGEMENT  
(2016, UPDATED 2021)

Importance of making the results of Tri-Agency funded research accessible to 
other researchers

Global awareness of the value of digital research data

DMP requirements

Publicly accessible

Properly acknowledged
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INSTITUTIONAL POLICIES AND GUIDELINES
Data access requests

Recruitment of institutional members for surveys

Other institutions may have other policies or processes, including review by the REB
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REB MANAGEMENT OF SENSITIVE HUMAN RESEARCH DATA 

As determined by:

Method/sensitivity of the topic

Location of the research (geo-political context)

Vulnerability of participant group 

Identifiability

Regulations and policies (Canada, and host country)

Considerations are multi-faceted and nuanced
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REB DETERMINATION OF RISK

Group Vulnerability Research Risk

Low Medium High

Low 1 1 2

Medium 1 2 3

High 2 3 3
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Risk level 1 – minimal risk, reviewed by delegated process – 1-2 members of the REB 
Risk levels 2 and 3 – reviewed at full board; subject to post-approval review visits

Sensitivity of data may be influenced by both research risk and group vulnerability



REB-RECOMMENDED DATA SECURITY STRATEGIES

What is often recommended

Gaps, weaknesses with recommendations

Situations that have arisen 
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1. LIMIT SENSITIVE DATA COLLECTION
Only collect as much/what is needed for the research

Use methods that allow for anonymous data collection (e.g. surveys)

Use pseudonyms when possible

Choose a less vulnerable participant group (e.g. advocates)

Limits further analyses, usefulness of dataset

Most research requires follow up with participants

May need specific participant group, otherwise may compromise the research

Anonymity can lead to poor quality responses 

Pseudonyms may be identifiable, if used often

Considerations re IP address and other potential identifiers
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EXTERNAL PRESSURE TO DISCLOSE RESEARCH DATA
(WHEN PSEUDONYMS DON’T WORK)

Christine Bruckert and Colette Parent U of Ottawa 
2013

Went to court to challenge the seizure of a video 
interview with (now convicted) killer Luka Magnotta 

“Jimmy” was interviewed for “Sex Work and 
Intimacy: Escorts and Their Clients” that took place 
between 2004 and 2008

Magnotta was one of 20 male escorts, 20 female 
escorts, and 20 clients of escorts who agreed to 
participate in the study under the promise of 
confidentiality

Wigmore criteria used 

Quebec Superior Court Justice ruled that the 
importance of preserving the relationship between 
the researcher and the subject outweighed the 
video’s usefulness to police
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2. ENSURE PHYSICAL SECURITY

Locked cabinet in locked office for hard copy records

Clean desk policy

When possible, minimize data carried on your person, or in your car
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EXTERNAL PRESSURE TO DISCLOSE RESEARCH DATA (2)
(WHEN NECESSARY, BURY YOUR DATA)

Russell Ogden – SFU 1994

Assisted suicide

Interviewed individuals involved and witnessed 11 
assisted suicides

Promised “absolute confidentiality” to participants

Vancouver Coroner subpoenaed Ogden to appear 
to provide information at an inquest; Ogden 
refused to reveal identities 

Coroner threatened contempt of court

Ogden’s legal argument was that his research met 
the Wigmore criteria for confidential privilege 

Buried his research data (physical books) to prevent 
seizure

20



3. ELECTRONIC SAFEGUARDS

Encrypt all devices

Use VPNs when not on a secure server (e.g. for international research)

Save data onto OneDrive or SharePoint for secure access by team members 
(DropBox?)

Acceptable platforms for online research: REDCap (institutional storage), Qualtrics, 
SurveyMonkey (if using Canadian account)

Do not use US-based servers for sensitive data, particularly if identifiable or 
potentially re-identifiable – PATRIOT Act
­ Some regions in Canada won’t allow use of online platforms with servers in US, others require 

disclosure and consent of participants 
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Data may not be encrypted when in use, vulnerable to unauthorized access

Illegal to bring in encrypted devices to some countries
­ Iran, China

Internet and/or VPNs may be unavailable or unreliable
­ Rural areas 
­ Countries with authoritarian regimes – often the focus of the research

Researchers may be forced to show data at border crossings 

Institutions and organizations must have appropriate security for short and long-term data 
storage for all data risk levels

22



4. VIRTUAL RESEARCH SAFEGUARDS

Evolution of Zoom for research purposes
­ Concerns regarding zoom-bombing, ability to hack transmissions, recordings
­ Now have institutional licenses with password protection
­ Encryption has been improved 
­ Questions regarding use for PHI-involved research 

Ongoing concerns
­ Setting of where virtual research taking place 
­ Privacy for participants and researchers - Can others hear/see conversations?
­ Can researchers see other members of participant’s household
­ Problematic for some research
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5. SECONDARY USE OF PHI OR PII DATA

Datasets that were collected for clinical or administrative purposes, but are 
now being analyzed for research, or collected for a specific research purpose, 
and now available for other projects
­ Standard research
­ AI/ML research

Data custody and security, short and long term

Determination of what research is acceptable to use them - how and by 
whom?

Ethical concerns?
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ACCESS CONCERNS BEYOND THE REB

Unauthorized access to research data due to:

Department or research team mishandling
­ Multi-lab access to one license 
­ Forgetting to remove access when team members leave

Phishing emails to obtain passwords

Research team members may have conflicts of interest*

Inadvertent access by friends, (ex-)partners, family members who access shared 
devices and/or have known passwords
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DATA DEPOSIT AND FUTURE USE

REBs don’t review beyond consent information, not responsible for reviewing 
DMPs

Appears to be a gap between REB, data custodians 
­ Who ensures sensitive data are appropriately de-identified, protected?
­ Requirement for projects involving anonymized data (once had identifiers) to be submitted for review

Solution may be part of implementing Institutional RDM strategies

Communication between data security professionals, data custodians, 
researchers and REB necessary
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DATA SECURITY AS A JOINT RESPONSIBILITY

Participants

Researchers

Data 
custodians

Data 
security 
experts

REB
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SUMMARY
Sensitive data encompass a wide range of types and risks

There are various policies that govern collection, use and management of sensitive human data

Recommendations may include considerations of what data will be collected and from whom, 
physical and electronic security measures

These recommendations may not always be sufficient, and researchers need to be cognizant of 
potential risks to data security 

Also, data deposit and long-term storage are beyond the scope of the REB, requiring other 
roles within institutions to take ownership of data security issues

Security of sensitive human research data is a joint responsibility between REBs, researchers, 
data custodians and data security experts
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QUESTIONS?
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