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What is a 
password 
manager?

A software application designed to securely store 
different types of information 

Password managers generate strong, unique 
passwords for each online account and store them in 
an encrypted vault.

Password managers can store passwords, secure notes 
and important pictures, credit cards, passports 
information, etc. 

Some password managers allow you to share 
passwords in secure fashion between family members 
or wo-workers.
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Benefits of 
using password 
managers

• Only 1 password – you only need to 
remember 1 password vs. multiple passwords

• Stronger security – they generate complex, 
unique passwords that are resistant to brute-force 
attacks

• Enhanced privacy – they store passwords 
locally or in the cloud with encryption, reducing the 
risk of data breaches

• Time-saving  – they have an auto-fill feature for 
login credentials on websites and apps, saving time 
and effort.
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Why should you use a 
password manager?
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Hacked accounts

• Go to this website 
https://haveibeenpwned.com/  

• Enter your email
• See if you’ve been pwned
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https://haveibeenpwned.com/
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Hacked passwords

• Go to this website 
https://haveibeenpwned.com/Passwords 

• Enter your password
• See if your password is in an open 

database

https://haveibeenpwned.com/Passwords
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Hacked passwords

• Go to this website 
https://github.com/danielmiessler/SecLists 

• See examples how threat actors are using 
stolen passwords

https://github.com/danielmiessler/SecLists


Data Security Breaches 
State of California (USA)

Some of the companies that we use on a daily 
basis are really bad in securing our information/ 
passwords
• Go to this website 

https://oag.ca.gov/privacy/databreach/list
• See a list of all companies that submitted a 

customer data breach due to stricter 
disclosure laws
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https://oag.ca.gov/privacy/databreach/list


Self-hosting 
benefits

Control over your own data/password

Control over your Operating system/ VM/ dockers 
environment  

Minimize the risk of unauthorized access and data 
breaches

Access to features that are not available on free tier 
password managers

Flexible – can be customized for your instance 

Gain knowledge and learn about encryption, 
backups, and securing your own infrastructure
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Potential 
challenges and 
considerations
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You are the system administrator 

Backups – need to stay current, encrypted and safe.

Implementation and environment set up 

Cost of hardware and software (if not using open-source project)

Responsible for your data, set-up and updates

Monitor the system for attacks and potential beaches 

Domain name

Email service
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Other drawbacks and concerns
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Dependency on the master password: Losing or forgetting 
the master password may result in permanent data loss

Single point of failure: If the password manager is 
compromised, all stored passwords may be at risk

Trust in the cloud provider if hosting in cloud

Learning curve: New users may find it challenging to adapt 
to a password manager initially.

You are responsible for your data 



Password managers
Options
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KeePass • KeePass been around for 19+ years
• It has limited features and no MFA but it has a key file 
• Local storge 
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KeePassXC • KeePassXC multi-platform fork of KeePass
• It has more features vs. KeePass
• Local storge 
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Cloud storage • sync.com 
• dropbox.com  
• onedrive.live.com 
• drive.google.com
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Oracle Cloud Free Tier

• For more Free Tier providers click here 
https://github.com/cloudcommunity/Clou
d-Free-Tier-Comparison 

https://github.com/cloudcommunity/Cloud-Free-Tier-Comparison
https://github.com/cloudcommunity/Cloud-Free-Tier-Comparison
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Vaultwarden docker-compose

• Go here for example implementation 
https://github.com/n24x/demo-
vaultwarden

https://github.com/n24x/demo-vaultwarden
https://github.com/n24x/demo-vaultwarden
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Passbolt docker-compose

• Go here for example implementation 
https://github.com/n24x/demo_setup_pa
ssbolt 

• Learn more about this password manager 
here https://help.passbolt.com/ 

https://github.com/n24x/demo_setup_passbolt
https://github.com/n24x/demo_setup_passbolt
https://help.passbolt.com/
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Bitwarden

• Go here to implement this option 
https://bitwarden.com/help/install-on-
premise-linux/  

• Learn more about this password manager 
here https://bitwarden.com/help/ 

https://bitwarden.com/help/install-on-premise-linux/
https://bitwarden.com/help/install-on-premise-linux/
https://bitwarden.com/help/


Cloudflare Tunnel • Complex implementation
• You need to trust Cloudflare – this is a proxy and 

Cloudflare can see all your traffic
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Paid Services • https://1password.com/
• https://www.dashlane.com/
• https://bitwarden.com/ 
• https://www.roboform.com/
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https://1password.com/
https://www.dashlane.com/
https://bitwarden.com/
https://www.roboform.com/


Tips for creating 
a master 
password

• Use a made-up word – that is not in a 
dictionary,  make it up, Google a fake word generator. i.e. 
egalezone , slowaturaz, firebozaga , learngos

• Make it memorable to you – use a phrase from 
a book or a song you know and love

• Or create your own password card – go here  
https://www.passwordcard.org/en

• Keep it simple it doesn’t need to be complicated 
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https://www.passwordcard.org/en


Once you have 
your master 
password…

Use MFA – i.e. google authenticator, Microsoft 
Authenticator, or any other similar app

Don’t store your MFA keys in your password 
manager – keep them separate

Use a hardware key (i.e. YubiKey) but 
remember you should have at lease 2: one 
primary and one as a backup

Or use the Duo app
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Thank you!

Any questions? 
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